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1. Document Purpose
This document provides technical guidance for third-party application developers integrating with the Community Care Plan (CCP) CMS Interoperability APIs implemented using the HealthUnity Interoperability Platform. The guide documents the Community Care Plan APIs supporting the CMS Interoperability and Patient Access Final Rule (CMS-9115-F), including:
· Patient Access API – Clinical Data (US Core) 
· Patient Access API – Claims Data (CARIN Blue Button) 
· Provider Directory API 
· Drug Formulary API 
The document describes the technical architecture, authentication, authorization, supported FHIR resources, API endpoints, request and response formats, error handling, and developer onboarding requirements.
2. Introduction
Community Care Plan (CCP) has implemented the CMS Interoperability APIs using the HealthUnity Interoperability Platform to comply with the CMS Interoperability and Patient Access Final Rule (CMS-9115-F). The implementation includes the following APIs:
· Patient Access API – Clinical Data (US Core) 
· Patient Access API – Claims Data (CARIN Blue Button) 
· Provider Directory API 
· Drug Formulary API 
The HealthUnity Interoperability Platform serves as the Enterprise HL7® FHIR® Release 4 (R4) Server and API Gateway, providing secure integration with Community Care Plan backend systems and exposing standardized FHIR RESTful APIs to authorized third-party applications.
This guide provides the technical information required to integrate with the Community Care Plan APIs, including:
· Solution architecture 
· Application registration 
· Authentication and authorization 
· Supported HL7 FHIR R4 resources and profiles 
· REST API endpoints and operations 
· Request and response formats 
· Error handling 
· Security requirements 
· Runtime processing and implementation guidance 
This document serves as the official technical implementation guide for developers integrating with the Community Care Plan CMS Interoperability APIs.
3. SCOPE
This document covers the technical implementation of the Community Care Plan CMS Interoperability APIs, including:
· Patient Access API – Clinical Data (US Core) 
· Patient Access API – Claims Data 
· Provider Directory API 
· Drug Formulary API 
· SMART on FHIR authentication 
· OAuth 2.0 authorization 
· Application registration 
· Supported FHIR resources 
· API operations 
· Error handling 
· Capability Statement 
This document applies to the Community Care Plan CMS Interoperability APIs implemented using the HealthUnity Interoperability Platform.
4. INTENDED AUDIENCE
This guide is intended for technical stakeholders responsible for implementing, integrating, and supporting the Community Care Plan (CCP) CMS Interoperability APIs, including:
· Third-party application developers 
· Healthcare interoperability solution providers 
· Digital health application vendors 
· System integrators 
· Community Care Plan implementation partners 
· Enterprise and solution architects 
· Technical support and operations teams 
· CMS interoperability reviewers and technical auditors 
Readers are expected to have a working knowledge of:
· RESTful API development 
· HL7® FHIR® Release 4 (R4) 
· SMART on FHIR 
· OAuth 2.0 and OpenID Connect (OIDC) 
· JSON and HTTP/HTTPS protocols

5. Applicable Standards and Implementation Guides
The Community Care Plan Patient Access API implementation is based on the following standards and specifications
	Standard
	Purpose

	CMS-9115-F
	CMS Interoperability and Patient Access Final Rule

	45 CFR 156.221
	Qualified Health Plan API Requirements

	HL7 FHIR R4
	Interoperability Standard

	SMART App Launch
	Authentication Framework

	CARIN Blue Button
	Claims Data

	US Core
	Clinical Data

	PDex Formulary
	Drug Formulary

	PDex Plan-Net
	Provider Directory


6. Supported CMS Interoperability APIs
The Community Care Plan (CCP) FHIR APIs, implemented using the HealthUnity Interoperability Platform, support the CMS Interoperability and Patient Access Final Rule (CMS-9115-F). These APIs enable secure, standards-based exchange of healthcare information with authorized third-party applications.
The implementation includes the following APIs:
	API
	Description
	Backend Data Source
	Integration Pattern

	Patient Access API
	Provides member-authorized clinical, coverage, and claims information using HL7 FHIR R4 resources.
	Jiva Care Management Platform
	Real-time retrieval through the HealthUnity Interoperability Platform

	Provider Directory API
	Provides healthcare provider directory information.
	HealthUnity FHIR Repository (loaded from CCP Provider Directory FHIR JSON)
	Repository-based

	Drug Formulary API
	Provides drug formulary information.
	HealthUnity FHIR Repository (loaded from CCP Drug Formulary FHIR JSON)
	Repository-based


Implementation Matrix
	API
	FHIR IG
	Source
	Authentication
	Integration

	Patient Access
	US Core
	Jiva
	SMART on FHIR
	Real-time

	Claims
	CARIN BB
	Jiva
	SMART on FHIR
	Real-time

	Provider Directory
	Plan-Net
	HealthUnity Repository
	Public/OAuth
	Repository

	Drug Formulary
	PDex Formulary
	HealthUnity Repository
	Public/OAuth
	Repository



Supported FHIR Implementation Guides
	API
	HL7 FHIR Implementation Guide
	Primary FHIR Resources

	Patient Access API – Clinical Data
	HL7® US Core Implementation Guide
	Patient, Encounter, Observation, Condition, Procedure, MedicationRequest, MedicationDispense, AllergyIntolerance, Immunization, DiagnosticReport, DocumentReference

	Patient Access API – Claims Data
	HL7® CARIN Blue Button® Implementation Guide
	Coverage, ExplanationOfBenefit

	Provider Directory API
	HL7® Da Vinci PDex Plan-Net Implementation Guide
	Organization, Practitioner, PractitionerRole, Location, HealthcareService, Endpoint, InsurancePlan, Network

	Drug Formulary API
	HL7® Da Vinci PDex Formulary Implementation Guide
	MedicationKnowledge, InsurancePlan




7. Solution Overview
Community Care Plan (CCP) has implemented the CMS Interoperability APIs using the HealthUnity Interoperability Platform in accordance with CMS-9115-F. The implementation includes:
· Patient Access API – Clinical Data and Claims Data 
· Provider Directory API 
· Drug Formulary API
HealthUnity serves as the enterprise interoperability platform that securely exchanges information between Community Care Plan's backend systems and authorized third-party applications.
The HealthUnity Interoperability Platform provides the API management, FHIR transformation, security, and integration capabilities required to expose Community Care Plan's healthcare information through standardized RESTful APIs.



Implementation Summary
	API
	Source of Data
	HealthUnity Role

	Patient Access API – Clinical & Claims Data
	Jiva Care Management Platform
	Retrieves data in real time, transforms to FHIR, and exposes via Patient Access API.

	Provider Directory API
	Community Care Plan FHIR JSON
	Imports, validates, stores in the HealthUnity FHIR Repository, and exposes via the Provider Directory API.

	Drug Formulary API
	Community Care Plan FHIR JSON
	Imports, validates, stores in the HealthUnity FHIR Repository, and exposes via the Drug Formulary API.



8. High-Level Solution Architecture
The Community Care Plan (CCP) CMS Interoperability solution is implemented using the HealthUnity Interoperability Platform, which serves as the Enterprise HL7 FHIR R4 Server, API Gateway, and interoperability platform for Community Care Plan. The solution enables secure, standards-based data exchange in support of the CMS Interoperability APIs by integrating provider systems, payer systems, and repository-based FHIR resources.
	[image: ]



The architecture follows two integration patterns:
1. Real-time Patient Access API for member-authorized clinical, coverage, claims, and Explanation of Benefit (EOB) data. 
2. Repository-based APIs for Provider Directory and Drug Formulary information. 
The solution complies with the CMS Interoperability and Patient Access Final Rule (CMS-9115-F) by exposing standards-based HL7 FHIR R4 RESTful APIs secured using SMART on FHIR and OAuth 2.0.
· Community Care Plan (CCP) is the owner and issuer of the CMS Interoperability APIs. 
· HealthUnity hosts the APIs and serves as the Enterprise FHIR Server and integration platform. 
· Memorial Hospital System Epic provides SMART on FHIR authentication and provider-facing integration, while HealthUnity retrieves member-authorized healthcare information from the Jiva Care Management Platform and exposes it through standardized HL7 FHIR R4 APIs.
· Jiva Care Management Platform is the backend source for Coverage, Claims, and EOB data used during Patient Access API requests. 
· HealthUnity FHIR Repository stores Community Care Plan Provider Directory and Drug Formulary FHIR resources and exposes them through repository-based FHIR APIs. 
· Third-party applications authenticate through the Memorial Hospital System Epic SMART on FHIR Authorization Server before securely accessing Community Care Plan APIs hosted on the HealthUnity Platform. 
This architecture provides a secure, scalable, and standards-based interoperability framework that enables Community Care Plan to deliver Patient Access, Provider Directory, and Drug Formulary APIs in alignment with the requirements of the CMS Interoperability and Patient Access Final Rule (CMS-9115-F).
9. HealthUnity Implementation Pattern
Community Care Plan (CCP) implements its CMS Interoperability APIs using the HealthUnity Interoperability Platform, which serves as the Enterprise HL7® FHIR® Release 4 (R4) Server and API Gateway. HealthUnity provides a secure interoperability layer that hosts the Community Care Plan APIs, manages authentication and authorization, integrates with backend systems, and exposes standardized HL7 FHIR R4 RESTful APIs to authorized third-party applications.
The implementation supports the following CMS Interoperability APIs:
· Patient Access API (Clinical and Claims Data) 
· Provider Directory API 
· Drug Formulary API 
The platform uses both real-time integration and repository-based services to deliver standards-based FHIR resources.
Application Registration
Third-party applications must be registered through the Epic Developer Portal before accessing protected Community Care Plan APIs.
The registration process includes:
· Registering the SMART on FHIR application 
· Configuring Redirect URI(s) 
· Requesting SMART on FHIR scopes 
· Receiving an Epic Client ID 
· Completing Sandbox validation 
· Obtaining Production approval 
Registered applications are used by the HealthUnity Platform to support secure authentication and API access.

Authentication
Community Care Plan uses the Memorial Hospital System Epic SMART on FHIR Authorization Server to authenticate members and authorize third-party applications.
The authentication process follows the SMART on FHIR Authorization Code Flow with PKCE:
1. The member authenticates through Epic. 
2. Epic issues an OAuth 2.0 Access Token. 
3. The application invokes the Community Care Plan APIs. 
4. HealthUnity validates the access token before processing the request. 
Runtime Processing
All API requests are processed through the HealthUnity Interoperability Platform.
For Patient Access API requests, HealthUnity:
· Validates the OAuth 2.0 access token. 
· Retrieves member-authorized healthcare information from the Jiva Care Management Platform. 
· Maps the returned information to HL7 FHIR R4 resources. 
· Returns a standardized FHIR response to the requesting application. 
This approach provides a consistent FHIR interface while abstracting backend system complexity from API consumers.
Repository-Based APIs
The Provider Directory API and Drug Formulary API are implemented using the HealthUnity FHIR Repository.
HealthUnity imports Community Care Plan FHIR resources, validates the content, stores the resources in the repository, and exposes them through standard HL7 FHIR RESTful APIs.
This implementation eliminates the need for real-time access to backend systems for provider directory and formulary information.
Platform Responsibilities
The HealthUnity Interoperability Platform provides the following capabilities:
	Capability
	Description

	Enterprise FHIR Server
	Hosts Community Care Plan HL7 FHIR R4 APIs

	API Gateway
	Processes and routes API requests

	Authentication Integration
	Supports SMART on FHIR and OAuth 2.0

	Token Validation
	Validates OAuth 2.0 access tokens

	Request Orchestration
	Coordinates requests to backend systems

	FHIR Transformation
	Converts backend data into HL7 FHIR R4 resources

	FHIR Repository
	Stores Provider Directory and Drug Formulary resources

	Audit and Monitoring
	Provides operational logging and monitoring



Implementation Summary
	Component
	Responsibility

	Community Care Plan (CCP)
	API Owner

	HealthUnity Interoperability Platform
	Enterprise FHIR Server, API Gateway, and Integration Platform

	Memorial Hospital System Epic
	SMART on FHIR Authentication

	Jiva Care Management Platform
	Source of Patient Access API data

	HealthUnity FHIR Repository
	Provider Directory and Drug Formulary data repository



10. Technical Requirements
Community Care Plan CMS Interoperability APIs are implemented using the HealthUnity Interoperability Platform and provide standards-based RESTful APIs that enable authorized third-party applications to securely access member-authorized healthcare information.
Third-party applications integrating with the Patient Access API shall support the technical standards, protocols, and configuration requirements described in this section to ensure secure and interoperable communication with the API.
Technical Standards
The Community Care Plan Patient Access API is implemented using the following industry standards.
	Component
	Standard / Version

	API Architecture
	RESTful API

	Healthcare Data Standard
	HL7® FHIR® Release 4 (R4) Version 4.0.1

	Authentication
	SMART on FHIR

	Authorization
	OAuth 2.0 Authorization Code Flow

	Identity
	OpenID Connect (OIDC)

	Transport Security
	HTTPS with TLS 1.2 or higher

	Resource Format
	JSON (application/fhir+json)

	Character Encoding
	UTF-8


Supported Authentication Flow
· SMART on FHIR Standalone Launch 
· OAuth 2.0 Authorization Code with PKCE 
· OpenID Connect
Supported Security Standards
	Component
	Standard

	Authentication
	SMART on FHIR

	Authorization
	OAuth 2.0

	Identity
	OpenID Connect

	Transport
	TLS 1.2+

	API Format
	HL7 FHIR R4

	Payload
	application/fhir+json

	Character Encoding
	UTF-8



API Environments
Community Care Plan provides separate environments for development, testing, and production.
	Environment
	Description

	Sandbox / UAT
	Third-party application development and testing

	Production
	Production member healthcare information


Communication Protocol
All communication with the API must use secure HTTPS connections.
	Requirement
	Value

	Protocol
	HTTPS

	HTTP Version
	HTTP/1.1 or HTTP/2

	Transport Security
	TLS 1.2 or higher

	Encoding
	UTF-8


Supported HTTP Methods
The Patient Access API supports the following HTTP methods.
	Method
	Description

	GET
	Retrieve FHIR resources


Required HTTP Headers
All API requests shall include the following headers.
	Header
	Required
	Description

	Authorization
	Yes
	OAuth 2.0 Bearer Access Token

	Accept
	Yes
	application/fhir+json

	Content-Type
	Conditional
	application/fhir+json (when applicable)


Example Request
	GET /Patient/12345 HTTP/1.1
Host: api.communitycareplan.com
Authorization: Bearer eyJhbGciOi...
Accept: application/fhir+json


Supported Media Types
The API supports the following media types.
	Media Type
	Description

	application/fhir+json
	HL7 FHIR Resource Representation

	application/json
	JSON Response (where applicable)


11. Capability Statement
The Community Care Plan (CCP) CMS Interoperability APIs publish HL7® FHIR® CapabilityStatement resources that describe the functionality, supported resources, interactions, search capabilities, and conformance requirements of each FHIR server.
Third-party application developers should retrieve and review the Capability Statement before integrating with the APIs to understand the supported FHIR resources, search parameters, profiles, operations, and security requirements.
Capability Statements are available through the standard HL7 FHIR metadata endpoint.

	GET /metadata


Supported Capability Statements

	API
	Capability Statement Endpoint
	Purpose

	Patient Access API
	/metadata
	Describes supported Patient Access resources, search parameters, interactions, and security requirements.

	Provider Directory API
	/ProviderDirectory/metadata 
	Describes supported Provider Directory resources and search capabilities.

	Drug Formulary API
	/DrugFormulary/metadata 
	Describes supported Drug Formulary resources and interactions.


The Capability Statement is the authoritative description of the server implementation and should be used by client applications to dynamically discover supported FHIR resources, search parameters, interactions, profiles, and security requirements before invoking API operations.
12. Epic SMART on FHIR Registration
Community Care Plan (CCP) uses the Memorial Healthcare System Epic SMART on FHIR Authorization Server to authenticate members and authorize third-party applications accessing the Community Care Plan Patient Access APIs.
Before a third-party application can access protected member data, the application must be registered through the Epic Developer Portal. The registration process establishes the application's identity, configures the SMART on FHIR authorization settings, and provides the credentials required to obtain OAuth 2.0 access tokens.
Although application registration is performed through Epic, the registered application consumes the Community Care Plan FHIR APIs implemented using the HealthUnity Interoperability Platform.
Registration Process
The following steps describe the application registration process.
Step 1 – Create an Epic Developer Account
Application developers must create an account on the Epic Developer Portal and accept the applicable terms and conditions.
Developer Portal
https://open.epic.com
Step 2 – Register a SMART on FHIR Application
Create a new SMART on FHIR application and provide the required application information.
Typical registration information includes:
	Item
	Description

	Application Name
	Name displayed to members during authorization

	Organization
	Vendor or developer organization

	Application Description
	Purpose of the application

	Contact Information
	Technical and business contact details

	Application Type
	Public or Confidential Client

	Environment
	Sandbox or Production



Step 3 – Configure Redirect URI(s)
The Redirect URI identifies the endpoint to which Epic returns the authorization code after successful member authentication.
Example:
https://myapplication.com/oauth/callback
Multiple Redirect URIs may be configured if required.

Step 4 – Configure SMART on FHIR Scopes
During registration, the application requests the SMART on FHIR scopes required to access Community Care Plan resources.
Typical scopes include:
	Scope
	Description

	launch/patient
	Launch application in patient context

	openid
	Authenticate the member

	profile
	Access member profile information

	fhirUser
	Access authenticated FHIR user information

	patient/*.read
	Read authorized patient resources

	offline_access
	Request refresh tokens (if supported)


Applications should request only the minimum scopes required for their functionality.

Step 5 – Obtain Client ID
After successful registration, Epic assigns a unique Client ID to the application.
The Client ID identifies the application during the OAuth 2.0 Authorization Code Flow and is included in all authorization requests.
Note: Public client applications typically receive only a Client ID. Confidential client applications may require additional credentials depending on the deployment configuration.
Sandbox Environment
The Sandbox environment enables application developers to build and test integrations without accessing production member data.
Sandbox activities typically include:
· Application registration 
· SMART on FHIR authentication 
· OAuth authorization 
· API connectivity testing 
· Validation of FHIR requests and responses 
· End-to-end interoperability testing 
Applications must successfully complete sandbox testing before requesting production access.
Production Environment
After successful validation in the Sandbox environment, Community Care Plan may approve the application for production access.
Production access enables the application to retrieve authorized member healthcare information using the Community Care Plan Patient Access APIs.
Production applications must comply with Community Care Plan security, privacy, and interoperability requirements.
Application Approval
Before production access is granted, Community Care Plan may perform an application review that includes:
· Verification of the application's intended use 
· Review of requested SMART on FHIR scopes 
· Validation of Redirect URI configuration 
· Security and privacy review 
· Successful completion of interoperability testing 
· Compliance with Community Care Plan onboarding requirements 
Upon successful approval, the application is authorized to access the Community Care Plan production APIs.
Integration with the Community Care Plan HealthUnity Platform
Although third-party applications are registered using the Epic Developer Portal, all API requests are processed by the Community Care Plan HealthUnity Interoperability Platform.
The integration workflow is summarized below:
1. The third-party application is registered in the Epic Developer Portal. 
2. A Community Care Plan member authenticates through the Memorial Healthcare System Epic SMART on FHIR Authorization Server. 
3. Epic issues an OAuth 2.0 access token to the application. 
4. The application invokes the Community Care Plan FHIR APIs hosted by the HealthUnity Interoperability Platform. 
5. HealthUnity validates the Epic-issued access token. 
6. HealthUnity returns standardized HL7 FHIR R4 resources to the third-party application.
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Community Care Plan Registered Epic Applications
	Application
	Purpose

	CCP_Backend_Introspect
	Token validation

	CCP_EPIC_Backend
	Backend integration

	CCP_Member_App
	Member SMART App



13. Patient Access API (Clinical and Claims Data) Implementation Reference
The Community Care Plan (CCP) CMS Interoperability APIs provide standards-based HL7® FHIR® Release 4 (R4) RESTful APIs implemented using the HealthUnity Interoperability Platform. These APIs enable authorized third-party applications to securely access member-authorized healthcare information in accordance with the CMS Interoperability and Patient Access Final Rule (CMS-9115-F).
The implementation includes four primary API groups:

	API
	Description
	Primary Data Source
	Authentication

	Patient Access API – Clinical and Claims Data
	Clinical information (US Core) and Claims
	Jiva Care Management Platform
	SMART on FHIR / OAuth 2.0

	Provider Directory API
	Provider information
	HealthUnity FHIR Repository
	Public / OAuth

	Drug Formulary API
	Drug formulary information
	HealthUnity FHIR Repository
	Public / OAuth


Common API Characteristics
	Property
	Value

	FHIR Version
	HL7 FHIR R4 (4.0.1)

	API Format
	RESTful API

	Content Type
	application/fhir+json

	Authentication
	SMART on FHIR

	Authorization
	OAuth 2.0 Authorization Code with PKCE

	Transport
	HTTPS (TLS 1.2+)

	Character Encoding
	UTF-8


Authentication
All Patient Access API requests require an OAuth 2.0 Bearer Access Token obtained through the SMART on FHIR Authorization Code Flow.
Required Headers
	Authorization: Bearer <access_token>
Accept: application/fhir+json
Content-Type: application/fhir+json


Common HTTP Request Example
All Community Care Plan Patient Access API requests use the standard HTTP GET method with an OAuth 2.0 Bearer Access Token and the application/fhir+json media type.
	GET https://<base-url>/<resource>?<search-parameters> HTTP/1.1
Host: api.communitycareplan.com
Authorization: Bearer <access_token>
Accept: application/fhir+json
Content-Type: application/fhir+json


Example
	GET /Patient/12345 HTTP/1.1
Host: api.communitycareplan.com
Authorization: Bearer eyJhbGciOi...
Accept: application/fhir+json


Common Response
	HTTP/1.1 200 OK
Content-Type: application/fhir+json



Supported Data sets and Profiles
The resources listed below are available where supported by the backend source system and the applicable implementation guide.
	Data Sets
	FHIR Resource Type
	Supported Profile(s)
	Role in Patient Access API

	USCORE (Clinical Data)
	Patient
	US Core Patient Profile
	Foundation: Provides the essential demographic information and identifiers for the patient. All other resources reference this one.

	
	AllergyIntolerance
	US Core AllergyIntolerance Profile
	Delivers the patient's record of known allergies and adverse reactions.

	
	Condition
	US Core Condition Profile
	Provides the list of active, inactive, and resolved problems, diagnoses, and health concerns.

	
	Observation
	Multiple US Core Profiles (e.g., Lab Result, Vital Signs, Smoking Status)
	Delivers all quantified clinical data, including laboratory results, vital signs, and screening/assessment results.

	
	MedicationRequest
	US Core MedicationRequest Profile
	Provides the patient's record of prescriptions and medication orders.

	
	Medication
	US Core Medication Profile
	Provides details about the actual drug or drug product referenced by MedicationRequest.

	
	Procedure
	US Core Procedure Profile
	Provides records of clinical procedures, surgeries, and interventions.

	
	DiagnosticReport
	Multiple US Core Profiles (e.g., Lab & Note Exchange)
	Provides the narrative summary and structured data for imaging, pathology, and lab test reports.

	
	Immunization
	US Core Immunization Profile
	Provides a history of administered vaccines.

	
	Encounter
	US Core Encounter Profile
	Provides records of patient visits (inpatient, outpatient, virtual) and associated context.

	
	CarePlan, Goal, CareTeam
	US Core Profiles
	Provides context on care coordination, patient goals, and the team members responsible for care.

	
	DocumentReference
	US Core DocumentReference Profile
	Provides a reference to non-structured documents (like clinical notes or summaries) maintained by the payer.

	
	Practitioner, Organization, Location
	US Core Profiles
	Provides the administrative and provider context (who, where) necessary to understand clinical events.

	
	Provenance
	US Core Provenance Profile
	Provides the audit trail for data integrity, recording the origin and time of creation/update for other resources.

	Claims and Encounter
	ExplanationOfBenefit
	C4BB Explanation Of Benefit
	Primary Claims Resource: Provides a complete statement of what was covered by the health plan, including costs, deductibles, patient liability, and payment status for adjudicated claims/encounters.

	
	Coverage
	C4BB Coverage
	Provides details about the patient's health insurance policy, benefits, and coverage period.

	
	Patient, Practitioner, Organization
	C4BB Profiles
	Administrative resources constrained by C4BB rules for claims context.


[bookmark: _Toc211416577]Supported Search Parameters:
The HealthUnity Patient Access API is designed to support all mandatory and optional search parameters for each patient access API profile, as specified by the FHIR standard. The following list outlines the most commonly utilized search parameters across resources to comply with the requirements of the Patient Access API.
For further information, please refer to the HealthUnity FHIR specification document, which provides detailed insights into the supported search parameters for each profile, along with illustrative examples of requests and responses.
	Search Parameter Category
	Parameter(s)
	FHIR Resource Types That Support It (Common Examples)
	Purpose in Patient Access API

	Patient Identification
	patient (Reference)
	All US Core clinical and claims resources (e.g., Condition, Observation, ExplanationOfBenefit)
	Most critical parameter. Used to retrieve all data belonging to a single authorized patient. All API queries from a patient app must use this parameter implicitly or explicitly.

	
	_id (Token)
	Patient, Encounter, DocumentReference, Provenance
	Used to retrieve a single, specific instance of a resource by its unique ID.

	Time/Date Constraint
	date (Date/Time)
	CarePlan, DiagnosticReport, DocumentReference, Immunization, Observation, Procedure
	Used to retrieve data instances that occurred, were recorded, or are relevant within a specific time frame (e.g., all lab results from the last year).

	
	onset-date (Date/Time)
	Condition
	Specific to Condition, used to search for problems that started on or around a certain date.

	Clinical/Service Status
	status (Token)
	CarePlan, CareTeam, DiagnosticReport, DocumentReference, Encounter, Immunization, MedicationRequest, Observation, Procedure
	Used to filter data by its workflow state (e.g., active, completed, entered-in-error, final). Crucial for filtering MedicationRequest by active or stopped.

	
	clinical-status (Token)
	AllergyIntolerance, Condition
	Used to filter resources by their clinical state (e.g., active, resolved, recurrence).

	Type/Classification
	category (Token)
	CarePlan, Condition, DiagnosticReport, DocumentReference, Observation
	Used to filter data by a broad, high-level grouping (e.g., filter Observation by 'Laboratory' or 'Vital Signs'; filter Condition by 'Problem List').

	
	code (Token)
	Condition, DiagnosticReport, Observation, Procedure
	Used to search for specific data using a detailed code (e.g., search for a specific blood pressure test code, or a specific ICD-10 diagnosis code).

	Demographic/Admin
	name (String)
	Patient, Practitioner, Organization, Location
	Used by administrative lookups to search for people or entities by their human-readable name.

	
	identifier (Token)
	Patient, Encounter, Practitioner
	Used to search for a resource instance using a business identifier (e.g., medical record number, national provider identifier).

	Search Result Control
	_count (number)
	All Resources (Standard FHIR Parameter)
	Specifies the maximum number of records to return per page in a result bundle, controlling pagination.

	
	_sort (string)
	All Resources (Standard FHIR Parameter)
	Specifies the element(s) to sort the returned resources by (e.g., _sort=-date for newest first).

	
	_elements (string)
	All Resources (Standard FHIR Parameter)
	Instructs the server to return only a specified subset of data elements for the resources in the bundle, improving transfer speed (e.g., _elements=id,status,code).

	Linking & Context
	_include (string)
	Resources with References (e.g., MedicationRequest:medication in your initial table)
	Instructs the server to automatically include resources referenced by the searched resource (e.g., fetch a MedicationRequest and automatically include the referenced Medication resource).

	
	_revinclude (string)
	Most Clinical Resources (Provenance:target is supported by nearly all US Core resources in your API)
	Instructs the server to include resources that reference the searched resource (e.g., fetch a Condition and automatically include the referencing Provenance resource that documents its origin).



API Scopes
{user|patient|system}/{resource-type}.{read|write|*}
	Types
	Scope
	Description

	Patient Scopes
	patient/Patient.read
	Grant access to patient-facing applications: 

	
	patient/Observation.read
	

	
	patient/MedicationRequest.read
	

	
	patient/AllergyIntolerance.read
	

	
	patient/*.read
	

	User Scopes
	user/Patient.read
	Grant access for clinician/provider applications:

	
	user/Encounter.read
	

	
	user/*.read
	

	System Scopes
	system/Patient.read
	Grant access for backend services:

	
	system/ExplanationOfBenefit.read
	

	
	system/*.read
	




Patient Access API – Clinical Data
Purpose
Provides authorized access to member clinical and claims data retrieved from the Jiva Care Management Platform.
Resource Name: Patient
Resource Overview: Patient
	Property
	Description

	FHIR Resource
	Patient

	Purpose
	Returns demographic information for the authenticated member.

	FHIR Profile
	US Core Patient

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search



Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/Patient/{id}

	Search Endpoint
	/Patient?identifier={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	identifier
	string
	No
	Member Identifier

	id
	string
	Yes
	Resource Identifier


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Unique Resource Identifier

	identifier
	Patient Identifier

	name
	Patient Name

	gender
	Administrative Gender

	birthDate
	Date of Birth


Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized data is returned. 
· Responses conform to the US Core Patient Profile.
Resource Name: Encounter
Resource Overview: Encounter
	Property
	Description

	FHIR Resource
	Encounter

	Purpose
	Returns encounter and visit information for the authenticated member.

	FHIR Profile
	US Core Encounter

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/Encounter/{id}

	Search Endpoint
	/Encounter?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	date
	date
	No
	Encounter Date

	status
	string
	No
	Encounter Status


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Encounter Identifier

	status
	Encounter Status

	class
	Encounter Class

	subject
	Patient Reference

	period
	Encounter Period


Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized data is returned. 
· Responses conform to the US Core Encounter Profile. 

Resource Name: Observation
Resource Overview: Observation
	Property
	Description

	FHIR Resource
	Observation

	Purpose
	Returns laboratory results, vital signs, and other clinical observations.

	FHIR Profile
	US Core Observation

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/Observation/{id}

	Search Endpoint
	/Observation?patient={memberId}


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	category
	string
	No
	Observation Category

	code
	string
	No
	Observation Code

	date
	date
	No
	Observation Date


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Observation Identifier

	status
	Observation Status

	code
	Observation Code

	value
	Observation Value

	effectiveDateTime
	Observation Date


Notes
· OAuth 2.0 Bearer Token is required. 
· Responses conform to the US Core Observation Profile. 

Resource Name: Condition
Resource Overview: Condition
	Property
	Description

	FHIR Resource
	Condition

	Purpose
	Returns diagnosed medical conditions for the authenticated member.

	FHIR Profile
	US Core Condition

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/Condition/{id}

	Search Endpoint
	/Condition?patient={memberId}


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	clinical-status
	string
	No
	Clinical Status

	category
	string
	No
	Condition Category


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Condition Identifier

	clinicalStatus
	Clinical Status

	code
	Diagnosis Code

	subject
	Patient Reference


Notes
· OAuth 2.0 Bearer Token is required. 
· Responses conform to the US Core Condition Profile. 
Resource Name: Procedure
Resource Overview: Procedure
	Property
	Description

	FHIR Resource
	Procedure

	Purpose
	Returns clinical procedures performed for the member.

	FHIR Profile
	US Core Procedure

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/Procedure/{id}

	Search Endpoint
	/Procedure?patient={memberId}


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	date
	date
	No
	Procedure Date

	status
	string
	No
	Procedure Status


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Procedure Identifier

	status
	Procedure Status

	code
	Procedure Code

	performedDateTime
	Procedure Date


Notes
· OAuth 2.0 Bearer Token is required. 
· Responses conform to the US Core Procedure Profile. 

Resource Name: MedicationRequest
Resource Overview: MedicationRequest
	Property
	Description

	FHIR Resource
	MedicationRequest

	Purpose
	Returns medication orders and prescriptions.

	FHIR Profile
	US Core MedicationRequest

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/MedicationRequest/{id}

	Search Endpoint
	/MedicationRequest?patient={memberId}


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	status
	string
	No
	Medication Status

	intent
	string
	No
	Medication Intent


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Medication Request Identifier

	medicationCodeableConcept
	Medication

	status
	Status

	intent
	Intent


Notes
· OAuth 2.0 Bearer Token is required. 
· Responses conform to the US Core MedicationRequest Profile. 

Resource Name: MedicationDispense
Resource Overview: MedicationDispense
	Property
	Description

	FHIR Resource
	MedicationDispense

	Purpose
	Returns medications dispensed to the member.

	FHIR Profile
	US Core MedicationDispense

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/MedicationDispense/{id}

	Search Endpoint
	/MedicationDispense?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	status
	string
	No
	Dispense Status

	medication
	string
	No
	Medication Identifier

	whenhandedover
	date
	No
	Dispense Date


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Medication Dispense Identifier

	status
	Dispense Status

	medicationCodeableConcept
	Medication Information

	subject
	Patient Reference

	whenHandedOver
	Dispense Date


Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized data is returned. 
· Responses conform to the US Core MedicationDispense Profile.

Resource Name: AllergyIntolerance
Resource Overview: AllergyIntolerance
	Property
	Description

	FHIR Resource
	AllergyIntolerance

	Purpose
	Returns allergies and intolerances recorded for the authenticated member.

	FHIR Profile
	US Core AllergyIntolerance

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search



Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/AllergyIntolerance/{id}

	Search Endpoint
	/AllergyIntolerance?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON



Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	clinical-status
	string
	No
	Clinical Status

	category
	string
	No
	Allergy Category



Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Allergy Identifier

	clinicalStatus
	Clinical Status

	code
	Allergy or Intolerance

	category
	Allergy Category

	criticality
	Allergy Criticality


Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized data is returned. 
· Responses conform to the US Core AllergyIntolerance Profile.
Resource Name: Immunization
Resource Overview: Immunization
	Property
	Description

	FHIR Resource
	Immunization

	Purpose
	Returns immunization history for the authenticated member.

	FHIR Profile
	US Core Immunization

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/Immunization/{id}

	Search Endpoint
	/Immunization?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON



Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	status
	string
	No
	Immunization Status

	vaccine-code
	string
	No
	Vaccine Code

	date
	date
	No
	Immunization Date


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Immunization Identifier

	vaccineCode
	Vaccine Code

	status
	Immunization Status

	occurrenceDateTime
	Immunization Date

	patient
	Patient Reference



Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized data is returned. 
· Responses conform to the US Core Immunization Profile. 

Resource Name: DiagnosticReport
Resource Overview: DiagnosticReport
	Property
	Description

	FHIR Resource
	DiagnosticReport

	Purpose
	Returns laboratory and diagnostic reports for the authenticated member.

	FHIR Profile
	US Core DiagnosticReport

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/DiagnosticReport/{id}

	Search Endpoint
	/DiagnosticReport?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON



Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	category
	string
	No
	Report Category

	code
	string
	No
	Diagnostic Report Code

	date
	date
	No
	Report Date



Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Diagnostic Report Identifier

	status
	Report Status

	code
	Report Type

	effectiveDateTime
	Report Date

	result
	Associated Observation References


Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized data is returned. 
· Responses conform to the US Core DiagnosticReport Profile. 

Resource Name: DocumentReference
Resource Overview: DocumentReference
	Property
	Description

	FHIR Resource
	DocumentReference

	Purpose
	Returns clinical documents available for the authenticated member.

	FHIR Profile
	US Core DocumentReference

	Source System
	Jiva Care Management

	API Category
	Patient Access API – Clinical Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search


Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/DocumentReference/{id}

	Search Endpoint
	/DocumentReference?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON



Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	category
	string
	No
	Document Category

	type
	string
	No
	Document Type

	date
	date
	No
	Document Date


Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Document Reference Identifier

	status
	Document Status

	type
	Document Type

	subject
	Patient Reference

	content
	Document Attachment Information


Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized data is returned. 
· Responses conform to the US Core DocumentReference Profile.

Resource Name: Coverage
Resource Overview: Coverage
	Property
	Description

	FHIR Resource
	Coverage

	Purpose
	Returns member health insurance coverage information, including policy details, coverage period, and payer information.

	FHIR Profile
	CARIN Blue Button Coverage (C4BB Coverage)

	Source System
	Jiva Care Management Platform

	API Category
	Patient Access API – Claims Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search



Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/Coverage/{id}

	Search Endpoint
	/Coverage?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON


Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	beneficiary
	string
	No
	Covered Member

	status
	string
	No
	Coverage Status

	identifier
	string
	No
	Coverage Identifier



Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Coverage Resource Identifier

	identifier
	Coverage Identifier

	status
	Coverage Status

	beneficiary
	Covered Member

	payor
	Health Plan

	period
	Coverage Effective Period

	class
	Plan or Group Information


Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized coverage information is returned. 
· Responses conform to the CARIN Blue Button Coverage Profile (C4BB Coverage). 

Resource Name: ExplanationOfBenefit
Resource Overview: ExplanationOfBenefit
	Property
	Description

	FHIR Resource
	ExplanationOfBenefit

	Purpose
	Returns adjudicated medical and pharmacy claims, including payment details, member responsibility, and claim status.

	FHIR Profile
	CARIN Blue Button ExplanationOfBenefit (C4BB ExplanationOfBenefit)

	Source System
	Jiva Care Management Platform

	API Category
	Patient Access API – Claims Data

	Authentication
	SMART on FHIR (OAuth 2.0 Bearer Token)

	Supported Interaction
	Read, Search



Resource Endpoint
	Item
	Value

	HTTP Method
	GET

	Endpoint
	/ExplanationOfBenefit/{id}

	Search Endpoint
	/ExplanationOfBenefit?patient={memberId}

	Content Type
	application/fhir+json

	Response Format
	FHIR JSON



Resource Search Parameters
	Parameter
	Type
	Required
	Description

	patient
	string
	Yes
	Patient Identifier

	identifier
	string
	No
	Claim Identifier

	status
	string
	No
	Claim Status

	type
	string
	No
	Claim Type

	service-date
	date
	No
	Date of Service



Resource: Response Elements
	Field
	Description

	resourceType
	FHIR Resource Type

	id
	Explanation of Benefit Identifier

	identifier
	Claim Identifier

	status
	Claim Processing Status

	type
	Claim Type

	patient
	Member Reference

	provider
	Rendering Provider

	insurer
	Payer Organization

	outcome
	Claim Adjudication Outcome

	item
	Claim Line Items

	payment
	Payment Information

	total
	Total Adjudicated Amount



Notes
· OAuth 2.0 Bearer Token is required. 
· Only member-authorized claims and Explanation of Benefit information is returned. 
· Responses conform to the CARIN Blue Button ExplanationOfBenefit Profile (C4BB ExplanationOfBenefit). 
14. Base URL 
PROD URL: 
	API
	Base URL

	Patient Access APIs (Clinical and Pharmacy claims)
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/

	Provider directory
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/v1/ProviderDirectory/ 

	Drug formulary
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/DrugFormulary/ 



UAT URL: 
	API
	Base URL

	Patient Access APIs (Clinical and Pharmacy claims)
	https://ccpuatcmsioapi.zeomega.com/t/ccpuat.com/fhir/r4/

	Provider directory
	https://ccpuatcmsioapi.zeomega.com/t/ccpuat.com/fhir/v1/ProviderDirectory/ 

	Drug formulary
	https://ccpuatcmsioapi.zeomega.com/t/ccpuat.com/fhir/r4/DrugFormulary/ 


Common Request Headers
	Header
	Required
	Description

	Authorization
	Yes
	OAuth 2.0 Bearer Token

	Accept
	Yes
	application/fhir+json

	Content-Type
	Conditional
	application/fhir+json



	Authorization: Bearer <access_token>
Accept: application/fhir+json



All endpoints support HL7 FHIR R4 and require HTTPS using TLS 1.2 or higher.
15. Error Handling
The Community Care Plan (CCP) Patient Access API returns standard HTTP status codes to indicate the outcome of an API request. When an error occurs, the API returns an HL7® FHIR® OperationOutcome resource containing details about the error.
Third-party applications should validate HTTP response codes and process the returned OperationOutcome resource to identify and resolve request failures.
HTTP Status Codes
The following HTTP status codes are used by the Community Care Plan Patient Access API.
	HTTP Status
	Status
	Description
	Recommended Action

	200
	OK
	Request completed successfully.
	Process the returned FHIR resource.

	201
	Created
	Resource successfully created (if supported in future releases).
	Store the returned resource identifier.

	204
	No Content
	Request completed successfully but no content was returned.
	No further action required.

	400
	Bad Request
	The request contains invalid syntax or parameters.
	Verify the request URL, parameters, and headers.

	401
	Unauthorized
	Authentication failed or access token is missing or expired.
	Obtain a valid OAuth 2.0 access token and retry.

	403
	Forbidden
	The authenticated application does not have permission to access the requested resource.
	Verify granted SMART on FHIR scopes and member authorization.

	404
	Not Found
	The requested resource does not exist or is unavailable.
	Verify the resource identifier or search parameters.

	405
	Method Not Allowed
	The requested HTTP method is not supported.
	Use a supported method (for example, GET).

	406
	Not Acceptable
	The requested response format is not supported.
	Set the Accept header to application/fhir+json.

	415
	Unsupported Media Type
	The request content type is not supported.
	Set the Content-Type header to application/fhir+json when applicable.

	429
	Too Many Requests
	API rate limit exceeded.
	Retry after the indicated interval and implement backoff logic.

	500
	Internal Server Error
	An unexpected server error occurred.
	Retry later or contact Community Care Plan Developer Support if the issue persists.

	503
	Service Unavailable
	The service is temporarily unavailable due to maintenance or system issues.
	Retry after the service becomes available.



16. FHIR OperationOutcome
When an API request cannot be processed successfully, the Patient Access API returns an OperationOutcome resource containing additional diagnostic information.
The OperationOutcome resource may include:
· Severity of the issue 
· Error or warning code 
· Human-readable description 
· Additional diagnostics (where applicable)

Example – Invalid Patient Identifier
Request
	GET /Patient/INVALID123
Accept: application/fhir+json
Authorization: Bearer <access_token>


Response
	HTTP/1.1 404 Not Found
Content-Type: application/fhir+json



	{
  "resourceType": "OperationOutcome",
  "issue": [
    {
      "severity": "error",
      "code": "not-found",
      "details": {
        "text": "The requested Patient resource could not be found."
      }
    }
  ]
}



Example – Invalid Access Token
	HTTP/1.1 401 Unauthorized



	{
  "resourceType": "OperationOutcome",
  "issue": [
    {
      "severity": "error",
      "code": "login",
      "details": {
        "text": "Access token is missing, invalid, or expired."
      }
    }
  ]
}



Example – Insufficient Authorization Scope
HTTP/1.1 403 Forbidden
	{
  "resourceType": "OperationOutcome",
  "issue": [
    {
      "severity": "error",
      "code": "forbidden",
      "details": {
        "text": "The application does not have permission to access the requested resource."
      }
    }
  ]
}



Example – Invalid Search Parameter
HTTP/1.1 400 Bad Request
	{
  "resourceType": "OperationOutcome",
  "issue": [
    {
      "severity": "error",
      "code": "invalid",
      "details": {
        "text": "One or more search parameters are invalid."
      }
    }
  ]
}



Troubleshooting Guide
	Issue
	Possible Cause
	Resolution

	400 Bad Request
	Invalid request syntax or search parameters
	Verify endpoint, query parameters, and request headers.

	401 Unauthorized
	Missing, invalid, or expired access token
	Re-authenticate and obtain a new OAuth 2.0 access token.

	403 Forbidden
	Insufficient SMART on FHIR scopes or member authorization
	Confirm requested scopes and member consent.

	404 Not Found
	Invalid resource identifier or no matching resource
	Verify the Patient ID or other search criteria.

	429 Too Many Requests
	API rate limit exceeded
	Implement retry logic and respect rate limiting guidance.

	500 Internal Server Error
	Unexpected server-side error
	Retry the request. Contact Community Care Plan Developer Support if the issue continues.

	503 Service Unavailable
	Temporary service interruption
	Wait and retry after the service is restored.



17. Vendor Capability Statements
The Community Care Plan (CCP) CMS Interoperability solution publishes HL7® FHIR® CapabilityStatement resources that describe the capabilities of each FHIR server participating in the interoperability solution. A Capability Statement enables client applications to discover the supported FHIR version, resources, interactions, search parameters, profiles, security requirements, and implementation details before invoking API operations.
Third-party application developers should retrieve the appropriate Capability Statement during implementation to understand the functionality supported by each FHIR server.
Capability Statement Endpoints
	FHIR Server
	Capability Statement Endpoint
	Purpose

	HealthUnity Interoperability Platform
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/metadata
	Describes the Community Care Plan Patient Access API implementation, supported FHIR resources, interactions, search parameters, security, and conformance requirements.

	Memorial Hospital System Epic
	https://mhssp.mhs.net/fhir/api/FHIR/R4/metadata
	Describes the Epic FHIR server capabilities, supported resources, SMART on FHIR security configuration, and Epic-specific implementation details.


HealthUnity Interoperability Platform Capability
The HealthUnity Interoperability Platform serves as the Enterprise HL7® FHIR® Release 4 (R4) Server and API Gateway for the Community Care Plan CMS Interoperability APIs.
The platform provides the following capabilities:
	Capability
	Description

	Enterprise FHIR Server
	Hosts the Community Care Plan Patient Access, Provider Directory, and Drug Formulary APIs.

	API Gateway
	Processes, secures, and routes API requests.

	SMART on FHIR Integration
	Validates OAuth 2.0 access tokens issued by the Epic Authorization Server.

	FHIR Resource Transformation
	Maps backend healthcare data into HL7 FHIR R4 resources.

	Repository Services
	Stores and exposes Provider Directory and Drug Formulary resources.

	RESTful API Support
	Supports read and search interactions for authorized resources.

	Audit and Monitoring
	Provides API logging, monitoring, and operational visibility.



Memorial Hospital System Epic Capability
The Memorial Hospital System Epic platform provides the SMART on FHIR Authorization Server used to authenticate Community Care Plan members and authorize third-party applications.
Epic provides the following capabilities:
	Capability
	Description

	SMART on FHIR Authorization
	Authenticates members and authorizes third-party applications.

	OAuth 2.0 Authorization Server
	Issues OAuth 2.0 access tokens following successful authentication.

	OpenID Connect
	Supports member identity verification.

	Capability Statement
	Publishes the Epic FHIR server metadata and supported capabilities.

	Provider-Facing Integration
	Integrates with provider workflows and SMART-enabled applications.


Epic FHIR Server Information
	Environment
	Base URL
	API Documentation

	Test (TST)
	https://soapproxytest.mhs.net/FHIR-TST/CCPOAUTH/api/FHIR/r4/
	Epic FHIR Test Environment

	Production
	https://mhssp.mhs.net/fhir/api/FHIR/R4/
	Epic FHIR Production Environment

	Developer Documentation
	—
	https://fhir.epic.com/


18. Runtime Data Access Workflow
The Runtime Data Access Workflow describes how an authorized third-party application securely retrieves member-authorized healthcare information through the Community Care Plan (CCP) Patient Access API hosted on the HealthUnity Interoperability Platform.
Prior to initiating runtime access, the third-party application must be registered in the Epic Developer Portal on behalf of Community Care Plan (CCP) and Memorial Hospital System. During runtime, the application authenticates the member through the Memorial Hospital System Epic SMART on FHIR Authorization Server, obtains an OAuth 2.0 access token, and invokes the Community Care Plan Patient Access API. HealthUnity validates the access token, orchestrates the request to backend systems, transforms the returned data into HL7 FHIR R4 resources, and returns the response to the requesting application.
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	Component
	Responsibility

	Community Care Plan Member
	Authorizes access to healthcare information.

	Third-Party Application
	Initiates authentication and invokes the Patient Access API.

	Memorial Hospital System Epic SMART on FHIR Authorization Server
	Authenticates the member and issues OAuth 2.0 access tokens.

	HealthUnity Interoperability Platform
	Hosts the Community Care Plan APIs, validates tokens, orchestrates backend requests, transforms data, and returns HL7 FHIR responses.

	Jiva Care Management Platform
	Supplies member-authorized clinical information, coverage, claims, and Explanation of Benefit (EOB) data used by the Patient Access API.


19. Conclusion
The Community Care Plan (CCP) CMS Interoperability API Developer Guide provides the technical implementation guidance required for third-party application developers to integrate with the Community Care Plan CMS Interoperability APIs implemented using the HealthUnity Interoperability Platform. The guide documents the architecture, security model, application registration process, authentication requirements, supported HL7® FHIR® Release 4 (R4) resources, API operations, runtime processing, error handling, and integration requirements for secure and standards-based interoperability.
The implementation supports the Patient Access API, Provider Directory API, and Drug Formulary API in accordance with the CMS Interoperability and Patient Access Final Rule (CMS-9115-F). The HealthUnity Interoperability Platform serves as the Enterprise FHIR Server and API Gateway, providing secure API access, FHIR resource transformation, backend system integration, and repository management. Member authentication and authorization are implemented using SMART on FHIR, OAuth 2.0, and OpenID Connect, enabling authorized third-party applications to securely access Community Care Plan healthcare information.
By implementing industry-standard HL7 FHIR APIs and modern security protocols, Community Care Plan provides a scalable, secure, and standards-based interoperability solution that enables members to access their healthcare information through authorized applications while supporting regulatory compliance, future CMS interoperability requirements, and broader healthcare interoperability initiatives.
20. Appendix A: Environment URLs (Sandbox and Production)
	Environment
	Purpose
	Base URL

	Sandbox
	Application Development
	https://ccpuatcmsioapi.zeomega.com/t/ccpuat.com/fhir/r4/

	Production
	Production APIs
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/

	Epic Metadata
	Capability Statement
	https://mhssp.mhs.net/fhir/api/FHIR/R4/metadata

	HealthUnity Metadata
	Capability Statement
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/metadata



21. Appendix B: Acronyms 
	Acronym
	Definition

	API
	Application Programming Interface

	CCP
	Community Care Plan

	CMS
	Centers for Medicare & Medicaid Services

	CMS-9115-F
	CMS Interoperability and Patient Access Final Rule

	EHR
	Electronic Health Record

	EMR
	Electronic Medical Record

	EOB
	Explanation of Benefit

	FHIR
	Fast Healthcare Interoperability Resources

	HL7
	Health Level Seven International

	HTTP
	Hypertext Transfer Protocol

	HTTPS
	Hypertext Transfer Protocol Secure

	ID
	Identifier

	IG
	Implementation Guide

	JSON
	JavaScript Object Notation

	JWT
	JSON Web Token

	OIDC
	OpenID Connect

	OAuth
	Open Authorization Framework

	PAS
	Prior Authorization Support

	PDex
	Da Vinci Payer Data Exchange Implementation Guide

	PHI
	Protected Health Information

	PKCE
	Proof Key for Code Exchange

	REST
	Representational State Transfer

	SMART
	Substitutable Medical Applications and Reusable Technologies

	TLS
	Transport Layer Security

	UAT
	User Acceptance Testing

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	UTF-8
	Unicode Transformation Format – 8-bit

	UUID
	Universally Unique Identifier



22. Appendix C: Glossary
Access Token
A security token issued by the Authorization Server after successful user authentication and authorization. The token is included in API requests to access protected FHIR resources.
API Gateway
A gateway service that receives incoming API requests, validates authentication and authorization, applies security policies, routes requests to backend services, and returns responses to client applications.
Authorization Code Flow
An OAuth 2.0 authorization process in which an application receives an authorization code and exchanges it for an access token after the member successfully authenticates and grants consent.
Authorization Server
The security service responsible for authenticating members, obtaining consent, issuing OAuth 2.0 access tokens, and validating client applications.
CapabilityStatement
A standard HL7 FHIR resource that describes the capabilities of a FHIR server, including supported resources, operations, search parameters, profiles, and interactions.
Community Care Plan (CCP)
The health plan and API issuer responsible for providing the Patient Access API to its members.
ExplanationOfBenefit (EOB)
A FHIR resource that represents adjudicated claims and encounter information available to authorized members through the Patient Access API.
FHIR Resource
A standardized data model defined by HL7 FHIR representing healthcare information such as Patient, Coverage, Observation, Condition, and ExplanationOfBenefit.
HealthUnity Interoperability Platform
The interoperability platform used by Community Care Plan to implement the Patient Access API. HealthUnity provides FHIR transformation, API management, security, SMART on FHIR integration, monitoring, and enterprise system integration.
HL7 FHIR Release 4 (R4)
The healthcare interoperability standard used by the Community Care Plan Patient Access API for exchanging healthcare information.
Jiva Care Management Platform
The enterprise payer platform integrated with HealthUnity that provides member eligibility, coverage, adjudicated claims, Explanation of Benefits, and care management information.
Member Consent
Authorization granted by a member permitting a third-party application to access healthcare information through the Patient Access API.
OAuth 2.0
An industry-standard authorization framework used to securely grant third-party applications access to protected resources without exposing user credentials.
OpenID Connect (OIDC)
An identity layer built on OAuth 2.0 that enables user authentication and identity verification.
OperationOutcome
A standard HL7 FHIR resource used to return detailed information about errors, warnings, or informational messages generated during API processing.
Patient Access API
A standards-based RESTful API that enables members to securely access their healthcare information through authorized third-party applications.
Protected Health Information (PHI)
Individually identifiable health information that is protected under applicable privacy and security regulations.
SMART on FHIR
A healthcare interoperability framework that combines OAuth 2.0 and OpenID Connect with HL7 FHIR to provide secure authorization and authentication for healthcare applications.
Third-Party Application
A software application developed by an external organization that has been authorized by a Community Care Plan member to access healthcare information through the Patient Access API.
Third-Party Application Developer
An individual or organization responsible for designing, developing, and maintaining applications that integrate with the Community Care Plan Patient Access API.
RESTful API
An Application Programming Interface that follows Representational State Transfer (REST) architectural principles and communicates using standard HTTP methods.
Transport Layer Security (TLS)
A cryptographic protocol used to secure communications between client applications and the Patient Access API over HTTPS.
JSON
JavaScript Object Notation (JSON) is the standard data format used to exchange HL7 FHIR resources between the Patient Access API and third-party applications.
HealthUnity FHIR Repository
Repository used to store Community Care Plan Provider Directory and Drug Formulary FHIR resources exposed through repository-based APIs.

23. Appendix D: References 
The Community Care Plan (CCP) CMS Interoperability APIs are implemented in accordance with the following regulatory requirements, industry standards, and HL7® FHIR® Implementation Guides.

	Reference
	Version
	Description

	CMS Interoperability and Patient Access Final Rule (CMS-9115-F)
	Final Rule
	Defines the CMS interoperability requirements for the Patient Access API, Provider Directory API, and Drug Formulary API.

	HL7® FHIR® Release 4 (R4)
	Version 4.0.1
	Core interoperability standard used for representing and exchanging healthcare information.

	HL7® US Core Implementation Guide
	R4 (Implemented Version)
	Defines the standardized clinical data profiles used by the Patient Access API, including Patient, Encounter, Observation, Condition, Procedure, MedicationRequest, MedicationDispense, AllergyIntolerance, Immunization, DiagnosticReport, and DocumentReference resources.

	HL7® CARIN Blue Button® Implementation Guide
	R4 (Implemented Version)
	Defines the FHIR profiles for Coverage and ExplanationOfBenefit resources used to provide member claims and coverage information.

	HL7® Da Vinci PDex Formulary Implementation Guide
	R4 (Implemented Version)
	Defines the FHIR resources and profiles used to implement the Drug Formulary API.

	HL7® Da Vinci PDex Plan-Net Implementation Guide
	R4 (Implemented Version)
	Defines the FHIR resources and profiles used to implement the Provider Directory API.

	SMART Application Launch Framework (SMART on FHIR)
	Current Implemented Version
	Defines the authentication and authorization framework for secure access to protected FHIR resources.

	OAuth 2.0 Authorization Framework
	RFC 6749
	Defines the authorization framework used for obtaining and validating access tokens.

	OAuth 2.0 Bearer Token Usage
	RFC 6750
	Defines the use of bearer access tokens for securing RESTful API requests.

	Proof Key for Code Exchange (PKCE)
	RFC 7636
	Enhances the OAuth 2.0 Authorization Code Flow by protecting against authorization code interception attacks.

	OpenID Connect (OIDC)
	Version 1.0
	Identity layer built on OAuth 2.0 used for member authentication and identity verification.

	Transport Layer Security (TLS)
	Version 1.2 or Higher
	Secures communication between client applications and the Community Care Plan APIs using HTTPS encryption.

	JavaScript Object Notation (JSON)
	RFC 8259
	Standard data interchange format used to represent HL7 FHIR resources.



Official References
	Organization
	Reference

	Centers for Medicare & Medicaid Services (CMS)
	CMS Interoperability and Patient Access Final Rule (CMS-9115-F)

	HL7 International
	HL7® FHIR® Release 4 (R4) Specification

	HL7 International
	HL7® US Core Implementation Guide

	HL7 Da Vinci Project
	PDex Formulary Implementation Guide

	HL7 Da Vinci Project
	PDex Plan-Net Implementation Guide

	CARIN Alliance
	CARIN Blue Button® Implementation Guide

	SMART Health IT
	SMART Application Launch Framework

	Internet Engineering Task Force (IETF)
	OAuth 2.0 (RFC 6749, RFC 6750, RFC 7636)

	OpenID Foundation
	OpenID Connect Core 1.0
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